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Sextortion 
Issues From Home to Abroad

Lt. Randy L. Bonds, Christiansburg Police Department 

What is Sextortion? 

 The FBI defines Sextortion as a serious crime that occurs when someone 
threatens to distribute your private and sensitive material if you don’t 
provide them images of a sexual nature, sexual favors, or money. 

The Victims 
Adult vs. Juvenile Victims- How one side can become a suspect



9/18/2017

2

Adult Victims

 -These are usually people that have sent provocative pictures via text or 
social media or allowed themselves to be videotaped during sexual activity by 
their then current boyfriend/girlfriend/spouse. 

 -After the break up or separation these pictures/videos are used against the 
victim for continued sexual engagement, money, or used as threats to release 
if the victim continues on with any court proceeding against the other party. 

 - Many of the adult victims that the Christiansburg PD have dealt with have 
been domestic related. 

Juvenile Victims 

 In law enforcement we have tried to get away from calling this offense sextortion. 
It sounds like something glamorous and is not taken as seriously with juveniles 
especially when talking about sextortion. Instead, we have tried to go to the 
terminology “Self-Victimization”

 -Dealing with juveniles in these sextortion cases is much more complicated. 

 -For an adult to take a nude picture of themselves and send it to another adult is 
not a criminal violation.

 - For a juvenile to take a picture of themselves and send it out to anyone 
constitutes two separate criminal violations and complicates law enforcement 
involvement, especially for self-incrimination issues. 

 - Many times law enforcement is not interested in charging the victim juvenile for 
taking these pictures. Generally speaking, it is our goal to educate juveniles of the 
dangers of these actions. 

Juvenile Victims (Cont’d…)

 - This is not always the case though, as if we have a victim who has been through 
this before and didn’t learn their lesson, law enforcement is much more inclined 
to charge the victim in these cases. 

 - With this being known it can create many challenges for law enforcement to 
effectively investigate and stop these pictures/videos from continuing to be 
distributed. 

 - Many times these pictures are taken and sent to boyfriends/girlfriends at school. 
The BF/GF will share these pictures with other friends and it spreads from there. 

 - SRO’s are usually the first to hear of these cases. 

 - Phones are seized from everyone that may have the picture. 

 - Search warrants are obtained and the phones are forensically analyzed. 

 -Any recovered pictures of child pornography are sent to NCMEC. 



9/18/2017

3

How does Sextortion begin?
Domestic vs. Unknown

Domestic Sextortion 

 -From a domestic standpoint it is usually the ex or estranged side that has the 
pictures that were obtained legally (if adult) and the victim knows the 
suspect. 

 -The victim has sent pictures or allowed themselves to be videotaped as part 
of their relationship.

 -Once the break-up occurs the pictures/videos show back up. 

 -From my experience the threats/demands are for sexual favors or to get 
back together with the ex to keep from releasing these pictures. 

Abroad Sextortion 

 -From an abroad standpoint it generally comes from on-line relationships in which 
the victim does not know the suspect. 

 -The victim may be asked to friend the suspect on social media sites such as 
FaceBook.

 -The suspect will copy the friends list from the victim’s page and find out personal 
info about them from social media pages they can access. This info/friends list will 
later be used against the victim. 

 -These on-line relationships turn sexual in talk and nude/provocative pictures are 
asked for.

 -Once these pictures are sent, the sextortion begins. 

 -The victim may also use a web-cam and do sexual acts in front of the camera. 

 -The video is recorded from the suspect side and used against the victim later. 
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Abroad Sextortion (Cont’d)

 - From my experience these types of sextortion cases are asking for money 
and/or more pictures. 

 -If the victim sends the money or pictures to the suspect, the suspect will 
either demand more OR give the victim’s info onto other predators who will 
contact the victim and run the same scam. 

 -These types of on-line sextortion are extremely hard for law enforcement to 
deal with, especially from a local level. 

 - These predators are usually overseas making these cases difficult.

The Sextortion of Amanda Todd- the 
fifth estate
https://www.youtube.com/watch?v=uQRnSIa-qQM

Code of Virginia Relating to Sextortion 
Issues

 18.2-152.4 Computer Trespass

 18.2-152.7 Personal Trespass by 
Computer

 18.2-157.2:7 Harassment by 
Computer (CyberBullying)

 18.2-386.1 Unlawful Creation of 
Image of Another (Up-Skirt 
Pictures) 

 18.2-386.2 Unlawful Dissemination 
of Images of Another (Revenge 
Porn)

 18.2-59 Extortion

 18.2-374.1 Production of Child 
Pornography

 18.2-374.1:1 Possession, 
Reproduction, Distribution of Child 
Pornography
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Protecting Yourself/Your Clients

 -Do not friend people on social media that you actually have not physically met.

 -Do not post about being out of town, on vacation, when you away from your 
house.

 -Do not make your birth date visible to all (public) or your phone number on social 
media

 -Do not let someone take over your computer

 -Look very carefully at how someone words messages to you…Is this how they 
usually talk? Spell? Etc.…?

 -Don’t open unknown videos without confirming…If it seems odd…message your 
friend about it first.

 -Know about tracking Apps such as Find My iPhone. If you have shared this login 
info with an ex you should change it immediately. 

Protecting Yourself/Your Clients

 -Turn off Geo Locate for your pictures

 iPhone/iPad: 

Step 1- Go to Setting App- Tap on Privacy

Step 2- Select Location Services

Step 3- Tap on Camera

Step 4- Tap on Never

 Android:

Step 1- Open the Camera App- Tap on Settings

Step 2- Scroll down until you see the Geo Tag and disable it. 

Christiansburg PD Case Studies

 18 yr. old that met on-line romance/extorted for $

 Middle aged woman that was extorted for $ with nude photos she sent after 
meeting a “military guy” on a dating website. 

 Craigslist romance- Middle age guy sent nude pictures of himself to someone 
he met on Craigslist. The person’s alleged father called the victim back 
claiming the victim had just sent his nude pic to a 15 yr. old and that if the 
victim didn’t send $ he would go to the police. 



Quick Reference Guide- Applicable Code of Virginia Laws regarding Sextortion Cases: 
 
18.2-60.3 Stalking  
-on more than one occasion engages in conduct directed at another person with the intent to 
place, or when he knows or reasonably should know that the conduct places that other person 
in reasonable fear of death, criminal sexual assault, or bodily injury to that other person or to 
that other person's family or household member is guilty of a Class 1 misdemeanor. If the 
person contacts or follows or attempts to contact or follow the person at whom the conduct is 
directed after being given actual notice that the person does not want to be contacted or 
followed, such actions shall be prima facie evidence that the person intended to place that other 
person, or reasonably should have known that the other person was placed, in reasonable fear 

of death, criminal sexual assault, or bodily injury to himself or a family or household member. 
-Any person who is convicted of a second offense of subsection A occurring within five years of a 
prior conviction of such an offense under this section or for a substantially similar offense under 
the law of any other jurisdiction is guilty of a Class 6 felony. 
 
18.2-152.4 Computer Trespass 
-Class 1 Misdemeanor 
-Use a computer or computer network to make or cause to be made an unauthorized copy, in 
any form, including, but not limited to, any printed or electronic form of computer data, 
computer programs or computer software residing in, communicated by, or produced by a 
computer or computer network 
 
18.2-152.7 Personal Trespass By Computer 
-Use of computer to cause physical injury to an individual 
-If done maliciously- Class 3 Felony 
-If done unlawfully but not maliciously- Class 6 Felony 
 
18.2-152.7:1 Harassment by Computer (CyberBullying) 
-Class 1 Misdemeanor 
-If any person, with the intent to coerce, intimidate, or harass any person, shall use a computer 
or computer network to communicate obscene, vulgar, profane, lewd, lascivious, or indecent 
language, or make any suggestion or proposal of an obscene nature, or threaten any illegal or 
immoral act 
 
18.2-386.1 Unlawful Creation of Image of Another 
-Class 1 Misdemeanor 
-It shall be unlawful for any person to knowingly and intentionally create any videographic or 
still image by any means whatsoever of any nonconsenting person if (i) that person is totally 
nude, clad in undergarments, or in a state of undress so as to expose the genitals, pubic area, 
buttocks or female breast in a restroom, dressing room, locker room, hotel room, motel room, 
tanning bed, tanning booth, bedroom or other location; or (ii) the videographic or still image is 
created by placing the lens or image-gathering component of the recording device in a position 
directly beneath or between a person's legs for the purpose of capturing an image of the 
person's intimate parts or undergarments covering those intimate parts when the intimate parts 
or undergarments would not otherwise be visible to the general public; and when the 
circumstances set forth in clause (i) or (ii) are otherwise such that the person being recorded 
would have a reasonable expectation of privacy. 



 
18.2-386.2 Unlawful Dissemination of Images of Another 
-Class 1 Misdemeanor 
-Any person who, with the intent to coerce, harass, or intimidate, maliciously disseminates or 
sells any videographic or still image created by any means whatsoever that depicts another 
person who is totally nude, or in a state of undress so as to expose the genitals, pubic area, 
buttocks, or female breast, where such person knows or has reason to know that he is not 
licensed or authorized to disseminate or sell such videographic or still image is guilty of a Class 1 
misdemeanor 
-Venue can be where the unlawful act occurs or where the image is produced, reproduced, 
found, stored, received, or possessed.  
 
18.2-59 Extortion  
Class 5 Felony 
Threatens injury to the character, person, property of another person 
Extorts money, property, or pecuniary benefit 
 
18.2-374.1 Production of Child Pornography 
-Accosts, entices or solicits a person less than 18 years of age with intent to induce or force such 
person to perform in or be a subject of child pornography 
-Produces or makes or attempts or prepares to produce or make child pornography 
-Who knowingly takes part in or participates in the filming, photographing, or other production 
of child pornography by any means 
 
 
18.2-374.1:1 Possession, Reproduction, Distribution of Child Pornography 
-Class 6 Felony 
-Knowingly Possesses Child Porn 
-Any person who knowingly (i) reproduces by any means, including by computer, sells, gives 
away, distributes, electronically transmits, displays, purchases, or possesses with intent to sell, 
give away, distribute, transmit, or display child pornography or (ii) commands, entreats, or 
otherwise attempts to persuade another person to send, submit, transfer or provide to him any 
child pornography in order to gain entry into a group, association, or assembly of persons 
engaged in trading or sharing child pornography shall be punished by not less than five years nor 
more than 20 years in a state correctional facility. Any person who commits a second or 
subsequent violation under this subsection shall be punished by a term of imprisonment of not 
less than five years nor more than 20 years in a state correctional facility, five years of which 
shall be a mandatory minimum term of imprisonment. 

 


